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• Malicious humans 

• Clueless humans 

• Unmotivated humans 

• Humans constrained by human 
limitations

The human threat 
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Privacy is 
complicated
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Better together 

Photo by Bill Brady 

Examining 
security/privacy and 
usability together is often 
critical for achieving 
either 

Don’t assume you always 
have to tradeoff security 
for usability, sometimes 
you can achieve both!
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Security and privacy 
are secondary tasks



8

Slide 18

Why Johnny Can’t Encrypt:

A Usability Evaluation of PGP 5.0

Alma Whitten

School of Computer Science

Carnegie Mellon University

Pittsburgh, PA 15213

alma@cs.cmu.edu

J. D. Tygar
1

EECS and SIMS

University of California

Berkeley, CA 94720

tygar@cs.berkeley.edu

1 Also at Computer Science Department, Carnegie Mellon University (on leave).

Abstract

User errors cause or contribute to most computer

security failures, yet user interfaces for security still

tend to be clumsy, confusing, or near-nonexistent. Is

this simply due to a failure to apply standard user

interface design techniques to security?  We argue that,

on the contrary, effective security requires a different

usability standard, and that it will not be achieved

through the user interface design techniques appropriate

to other types of consumer software.

To test this hypothesis, we performed a case study

of a security program which does have a good user

interface by general standards:  PGP 5.0. Our case

study used a cognitive walkthrough analysis together

with a laboratory user test to evaluate whether PGP 5.0

can be successfully used by cryptography novices to

achieve effective electronic mail security.  The analysis

found a number of user interface design flaws that may

contribute to security failures, and the user test

demonstrated that when our test participants were given

90 minutes in which to sign and encrypt a message

using PGP 5.0, the majority of them were unable to do

so successfully.

We conclude that PGP 5.0 is not usable enough to

provide effective security for most computer users,

despite its attractive graphical user interface, supporting

our hypothesis that user interface design for effective

security remains an open problem. We close with a

brief description of our continuing work on the

development and application of user interface design

principles and techniques for security.

1 Introduction

Security mechanisms are only effective when used

correctly. Strong cryptography, provably correct

protocols, and bug-free code will not provide security if

the people who use the software forget to click on the

encrypt button when they need privacy, give up on a

communication protocol because they are too confused

about which cryptographic keys they need to use, or

accidentally configure their access control mechanisms

to make their private data world-readable. Problems

such as these are already quite serious: at least one

researcher [2] has claimed that configuration errors are

the probable cause of more than 90% of all computer

security failures. Since average citizens are now

increasingly encouraged to make use of networked

computers for private transactions, the need to make

security manageable for even untrained users has

become critical [4, 9].

This is inescapably a user interface design

problem. Legal remedies, increased automation, and

user training provide only limited solutions. Individual

users may not have the resources to pursue an attacker

legally, and may not even realize that an attack took

place. Automation may work for securing a

communications channel, but not for setting access

control policy when a user wants to share some files

and not others.  Employees can be required to attend

training sessions, but home computer users cannot.

Why, then, is there such a lack of good user

interface design for security?  Are existing general user

interface design principles adequate for security?  To

answer these questions, we must first understand what

kind of usability security requires in order to be

USENIX Security 1999
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22 years later 
Johnny still can't encrypt…
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We still rely on users to do security tasks that 
they aren’t good at 

Creating unique and memorable passwords
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Users have many misconceptions about 
passwords



12

MISCONCEPTION 

Keyboard patterns are secure 

1qazxsw2 

B. Ur, F. Noma, J. Bees, S. Segreti, R. Shay, L. Bauer, N. Christin, L Cranor."I Added '!' At The End To Make It Secure": Observing 
Password Creation in the Lab. SOUPS 2015
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MISCONCEPTION 

Adding ! to the end makes it secure 

Password! 

iloveyou ! 

monkey!
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Password perceptions study 

iloveyou88 ieatkale88

Iloveyou88
much more 

secure

ieatkale88
much more 

secure

B. Ur, J. Bees, S. Segreti, L. Bauer, N. Christin, and L. F. Cranor. Do users’ perceptions of password security match reality? CHI 
2016.
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Password perceptions study - 1

iloveyou88 ieatkale88

Iloveyou88
much more 

secure

ieatkale88
much more 

secure
MISCONCEPTION

B. Ur, J. Bees, S. Segreti, L. Bauer, N. Christin, and L. F. Cranor. Do users’ perceptions of password security match reality? CHI
2016.



16

Password perceptions study -

iloveyou88 ieatkale88 

Iloveyou88
much more 

secure

ieatkale88
much more 

secure4,000,000,000 ×
more secure! 

B. Ur, J. Bees, S. Segreti, L. Bauer, N. Christin, and L. F. Cranor. Do users’ perceptions of password security match reality? CHI 
2016.
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Most password meters don’t help much
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Demo: cups.cs.cmu.edu/meter 

B. Ur, F. Alfieri, M. Aung, L. Bauer, N. Christin, J. Colnago, L. Cranor, H. Dixon, P. Emami Naeini, H. Habib, 
N. Johnson, and W. Melicher.. Design and Evaluation of a Data-Driven Password Meter. CHI 2017

http://cups.cs.cmu.edu/meter
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ACM CCS 2020
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Users cope with lots of passwords by 
reusing them
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Security Behavior 
Observatory 

• Network of instrumented home 
Windows computers 

• ~200 active participants 

• Natural observation + surveys 
and interviews 

• Data includes hashed passwords
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21% Not reused

12% Partially reused

16% Exactly reused

51% Partially and 
exactly reused

People reuse their passwords a lot 

On average, participants had 

• 26 different accounts 

• 10 distinct passwords

S. Pearman, J. Thomas, P. Emami Naeini, H. Habib, L. Bauer, N. Christin, L. Cranor, S. Egelman, and
A. Forget. Let’s go in for a closer look: Observing passwords in their natural habitat. CCS 2017.
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People reuse their passwords a lot --

On average, participants had 

• 26 different accounts

• 10 distinct passwords

21% Not reused 

12% Partially reused 

16% Exactly reused 

51% Partially and 
exactly reused 

S. Pearman, J. Thomas, P. Emami Naeini, H. Habib, L. Bauer, N. Christin, L. Cranor, S. Egelman, and 
A. Forget. Let’s go in for a closer look: Observing passwords in their natural habitat. CCS 2017.
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Lots of reuse 
across almost all 
categories of 
websites
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Attackers exploit password reuse 

CRACKED PASSWORDS 

UserID Password 
jane iloveyou89 
jami godoggo! 
jim monkey1 
kar pa$$word 
katieprinc3ss2 

Online Store 

Bank 

Employer
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Users encouraged or required to change their 
passwords frequently
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Why require password changes? 

Lock out attackers who 
have learned users’ 
passwords
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Testing this theory at UNC 

• Mandatory password change every 3 months 

• Researchers obtained and cracked hashed defunct passwords to 7,700+ 
accounts 

Zhang, Monrose, and Reiter, CCS 2010
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Knowing old password can we predict new one? 

Researchers tried to guess new 
passwords by making small changes 
to old passwords
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Capitalization: tarheels#1 → tArheels#1

Substitution: tarheels#1 → tarheels#2

Keyboard transform: tarheels#1 → tarheels#!

Date: tarheel#0510 → tarheel#0810

Predictable transformations
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Predictable transformations --

Capitalization: tarheels#1 → tArheels#1  

Substitution: tarheels#1 → tarheels# 2 

Keyboard transform: tarheels#1 → tarheels#! 

Date: tarheel#0510 → tarheel#0810
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Knowing prior passwords helps predict next one 

• Online attack 

• 17% of accounts cracked 
within 5 guesses 

• Offline attack 

• 41% of accounts cracked within 3 seconds on a 
2.67GHz processor 

Zhang, Monrose, and Reiter, CCS 2010
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June 2017: NIST recommends against regular 
password expiry
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2FA and password managers can improve 
password security, but adoption is low
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Collected data on 2FA rollout at CMU 

• Surveyed ~1,200 people 1-3 weeks before mandatory 
adoption deadline 

• Surveyed ~800 people 3 months after deadline 

• Helpdesk and access log data 

J. Colnago, S. Devlin, M. Oates, C. Swoopes, L. Bauer, L. Cranor, and N. Christin. "It's Not Actually That Horrible": Exploring 
Adoption of Two-Factor Authentication at a University, CHI 2018.
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Students perceive 2FA more negatively than 
faculty and staff 

vs

“Remember me” feature 
doesn’t work in labs
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New users need convincing 

Why should I? 
“Nothing a CMU student can access 
on the network is private or important 
enough to warrant this inane policy.” My friends hate it 

“I have heard it is a complete 
hassle and people regret doing it.”
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But it turns out to be not so bad 

“I previously assumed it would be more of a pain than it 
was worth. It's not actually that horrible.”



44

Slide 44



45

Why are password manager (and generator) 
adoption rates so low? 

• Lack of awareness 

• Underestimate risk of password reuse 

• Overestimate risk of password manager compromise 

• Confusing prompts 

• Usability and reliability problems 

Users of built-in password managers may be driven more by convenience, while users of 
separately installed tools appear more driven by security 

S. Pearman, S. Zhang, L. Bauer, N. Christin, and L. Cranor. Why people (don’t) use password managers effectively. SOUPS 2019.
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Privacy and transparency 

Privacy policies and nutrition labels 

Online tracking icons 

Cookie consent banners



48

Privacy and transparency - -

Privacy policies and nutrition labels

Online tracking icons

Cookie consent banners
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A. McDonald & L. Cranor, The Cost of Reading Privacy Policies, 
I/S: A Journal of Law and Policy for the Information Society, 2008.

244 HOURS PER YEAR 
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“ONLY IN SOME 
FANTASY WORLD 
do users actually read these 
notices and understand their 
implications before clicking to 
indicate their consent” 

— United States President’s Council of 
Advisors on 

Science and Technology, 
Big Data and Privacy, May 2014
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And how do we know 
when we have 
succeeded?

How can we put people in control over their 
personal information? 
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By what criteria should we measure effectiveness? 

Notice the notice? 

Stop and read? 

Understand? 

Useful information? 

Impact behavior?
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ftc.gov/testingdislosures

https://www.ftc.gov/news-events/events-calendar/2016/09/putting-disclosures-test
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Towards a privacy 
“nutrition label” 

• Standardized format 

• People learn where info is 
• Facilitates policy comparisons 

• Standardized language 

• People learn terminology 

• Brief 

• People find info quickly 

• Linked to extended view 

• Get more details if needed

57

Privacy Facts

Privacy Facts
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cups.cs.cmu.edu/privacyLabel/ 

P.G. Kelley, J. Bresee, L.F. Cranor, and R.W. 
Reeder. A “Nutrition Label” for Privacy. 
SOUPS 2009. 

P.G. Kelley, L.J. Cesca, J. Bresee, and L.F. 
Cranor. Standardizing Privacy Notices: An 
Online Study of the Nutrition Label 
Approach. CHI2010. 

Information 
we collect 

Ways we use your information Information sharing 
Provide 
service and 
maintain 
site 

Marketing Telemarketing Profiling Other 
companies 

Public 
forums 

Contact 
information 

[blank cell – 
red] 

Opt out Opt out [blank cell 
– red] 

Opt out Opt in 

Cookies [blank cell – 
red] 

Opt out Opt out [blank cell 
– red] 

[blank cell-
blue] 

[blank cell-
blue] 

Demographic 
information 

[blank cell – 
red] 

Opt out Opt out [blank cell 
– red] 

[blank cell-
blue] 

[blank cell-
blue] 

Financial 
information 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

Health 
information 

[blank cell – 
red] 

Opt out Opt out [blank cell 
– red] 

[blank cell-
blue] 

[blank cell-
blue] 

preferences [blank cell – 
red] 

Opt out Opt out [blank cell 
– red] 

[blank cell-
blue] 

Opt in 

Purchasing 
information 

[blank cell – 
red] 

Opt out Opt out [blank cell 
– red] 

[blank cell-
blue] 

Opt in 

Social 
security 
number and 
government 
ID 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

Your activity 
on this site 

[blank cell – 
red] 

Opt out Opt out [blank cell 
– red] 

[blank cell-
blue] 

[blank cell-
blue] 

Your location [blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

[blank cell-
blue] 

http://cups.cs.cmu.edu/privacyLabel/
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cups.cs.cmu.edu/bankprivacy/

http://cups.cs.cmu.edu/bankprivacy/
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Android Privacy Facts 

• Task: select apps for friend with new 
smartphone 

• Choose from 2 similar apps w/ different 
permission requests 

• Participants who saw Privacy Facts more 
likely to select apps with fewer 
permissions 

• Brand and rating reduce effect 

P.G. Kelley, L.F. Cranor, and N. Sadeh. Privacy as part 
of the app decision-making process. CHI 2013.
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P. Emami-Naeini, H. Dixon, Y. Agarwal, and L. Cranor. 2019. Exploring 
How Privacy and Security Factor into IoT Device Purchase 
Behavior. CHI 2019.
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iotsecurityprivacy.org

https://iotsecurityprivacy.org/
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Privacy and transparency -

Privacy policies and nutrition labels

Online tracking icons

Cookie consent banners
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Do people recognize 
the AdChoices icon? 

1,505-participant online survey 

P. Leon, J. Cranshaw, L. Cranor, J. Graves, M. Hastak, B. Ur, G. Xu. What Do Online Behavioral Advertising Disclosures 
Communicate to Users? WPES 2012
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Varied icon and taglines 

• Why did I get this ad? 

• Interest based ads 

• AdChoices 

• Sponsor ads 

• Learn about your ad choices 

• Configure ad preferences 

• ‘No tagline’
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What would happen if you clicked on the icon? 

AdChoices 

56% More ads will pop up

45% Will take you to a page where you can buy 
advertisements on this website 

27% Will take you to a page where you can opt out of 
tailored ads 

% who agreed with each statement; some participants agreed with multiple statements
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What would happen if you clicked on the icon? -

Configure Ad Preferences 
AdChoices

42% 

15% 

50% 

56% More ads will pop up

45% Will take you to a page where you can buy 
advertisements on this website 

27% Will take you to a page where you can opt out of 
tailored ads 

% who agreed with each statement; some participants agreed with multiple statements
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Opting out Do not sell (personal info)Choice/consent

DAA Privacy 
Rights 
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Refined icons for evaluation
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Combo testing 
• Mturk study with 1,416 participants 

• Tested 3 icons + no icon 

• Tested 5 taglines + no tagline 

• Do not sell my personal information 
• Do not sell my info 
• Privacy choices 
• Privacy options 
• Personal info choices 

• 23 combinations tested
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OAG’s revised proposed regulationsOur 
recommended 

icon 

iOS toggle 
switch 
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So we ran another study 

• Insignificant difference between icons with the big and small X 
• But big differences between the CalAG icon and our stylized toggle 
• CalAG icon more likely to be misinterpreted as actual toggle 
• Small differences based on color 
• Some small changes can sometimes make a big difference and you won’t 

know unless you test with users

+ swapped colors 
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Then the OAG removed the button 

• Button completely removed from regulation 

• OAG will design a uniform and recognizable opt-out button in the future 

Former subsection (f), regarding the proposed opt-out button, has been deleted in response to the 
various comments received during the public comment period. The OAG has removed this 
subsection in order to further develop and evaluate a uniform opt-out logo or button for use by all 
businesses to promote customer awareness of how to easily opt-out of the sale of personal 
information. 
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Then the OAG asked us to test more icons! 

• Which of these icons, paired with the 
“Do Not Sell My Personal Information” 
link text performs best 

• standing out to users on a website? 
• communicating the presence of a do-

not-sell choice? 
• motivating users to click? 

• … and only recruit participants from CA
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Read more at 
cups.cs.cmu.edu/optout

http://cups.cs.cmu.edu/optout
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Privacy and transparency --- -

Privacy policies and nutrition labels

Online tracking icons

Cookie consent banners
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What makes a consent interface useable? 

• Addresses user needs 

• Requires minimal user effort 

• Makes users aware of what choices exist and where to find them 

• Conveys choices and their implications so users understand them easily (comprehension) 

• Users are are satisfied with interface and choice options, trust their choices will be honored 
(sentiment) 

• Allows users to change their decision due to errors or changing their mind (decision reversal) 

• Doesn’t nudge users towards less privacy-protective options
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Common usability problems with cookie banners 

• Nudge users to accept all cookies 
by presenting that option as a big 
button 

• Require extra steps to make other 
choices – first you have to click 
through to cookie settings 

• It’s not even clear what the other 
choices are without clicking 
through
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“Okay, whatever”: An Evaluation of 
Cookie Consent Interfaces

Hana Habib, Megan Li, Ellie Young, Lorrie Faith Cranor 

Paper to be presented at CHI 2022 
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Evaluating the impact of design parameters on 
the usability of cookie consent interfaces 

• Inspection evaluation 

• Reviewed ~200 cookie consent banners from 5 CMPs 
• Checked for dark patterns and found them on 88% of banners (most 

common: easiest option is to accept all cookies) 
• Identified key design parameters 

• User study 

• Tested 12 cookie consent design variants with users, evaluating 6 
usability factors
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Recruited 1,316 crowd workers from Prolific 

• Participants assigned website shopping task 

• Select item and put it in your shopping cart 

• Exposed to 1 of 12 consent interface variants 

• Asked to fill out survey 

• Asked to review consent interface again and 
answer more survey questions 

• Median completion time ~16 min, 
compensation $5.00 

• Analyzed interactions and survey responses 
from 1,109 participants 

• Where they clicked, consent choices made, 
time spent, etc.
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“Best-practices” variant 

Bulleted text 
In-line options available 

Reversal through persistent 
“cookie preferences” 
button 
Fully-blocking design 

Detailed button text 

Single-layer “Cookie 
Preferences” interface



89

Slide 89



90

“Worst-practices” variant 

Banner design at bottom of page 
Loss aversion text 

Paragraph text 

Decision reversal not 
mentioned 

Embedded link to multi-
layer interface Generic button text



91

Slide 91



92

“Corner button” variant 

Cookie preferences

Single-layer “Cookie 
Preferences” interface
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Some variables impacted consent decisions, 
others not so much 

prominence−cornerButton

worst−practices

options−embeddedLink

layout−multilayer

options−interfaceButton

prominence−banner

text−layoutParagraph

best−practices

button−generic

reversal−noInstructions

text−lossAversion

reversal−cookiePolicy

0 25 50 75 100

% of Participants in Condition

Only strictly necessary Custom All cookies No selection

Changes to 
paragraph or 

button text 
didn’t have 

much impact 

Participants 
more likely to 
consent to all 

cookies 
without in-

line options 

Non blocking 
interfaces 
led many 
users to skip 
making a  
consent 
decision! 

Inline options led users to restrict cookies
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Absence of fully-blocking or banner notice led to 
poor awareness 

• No participants interacted 
with the Cookie Preferences 
button 

• Less awareness of a privacy 
decision & available cookie 
options compared to best-
practices
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Absence of in-line options led to lower 
investment in decision-making 

More likely to choose “easiest option” and “not at 
all carefully” on survey compared to best-practices



97

But…. absence of in-line options led to higher 
focused comprehension scores 

Perhaps because 
participants who 
had in-line 
options available 
didn’t drill down 
to cookie 
preferences 
screens with 
definitions
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Persistent “Cookie Preferences” button enabled 
decision reversal 

• 82% of best-practices participants said they would use the button to 
change their decision 

• Only 45% of participants who saw a link to cookie policy but no button said 
they would visit the cookie policy to change their decision 

• No significant impact due to absence of reversal instruction text
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Standard cookie categories cause confusion 

• Performance cookies 

• Cookies that help measure and improve website features 
• Only 48% of participants selected correct definition 

• Functional cookies 

• Cookies that help personalize the website’s services for you 
• Only 16% of participants selected correct definition 

Categories used by OneTrust and other CMPs are from ICC UK Cookie Guide 
https://www.cookielaw.org/wp-content/uploads/2019/12/icc_ uk_cookiesguide_revnov.pdf

https://www.cookielaw.org/wp-content/uploads/2019/12/icc_uk_cookiesguide_revnov.pdf
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The burden of user consent 

• Considerable cost to reading cookie consent interfaces, 
comprehending available options, and making a decision at 
large numbers of websites 

• Potential long-term solution: browser-based consent 
management
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• Don’t assume you have to tradeoff security/privacy and 
usability 

• Don’t ask people to do security tasks they aren’t good at 

• Is it usable? Test with the people who will be using it 

• Look for automated and standardized solutions that don’t 
rely on user effort 

• Standard icon and notice formats 
• Machine-readable notices and tools to search them and present 

useful information to users 
• Password managers so users can create random passwords and 

don’t have to remember them 

Lorrie Faith Cranor 
lorrie.cranor.org 
@lorrietweet 

Papers: cups.cs.cmu.edu 

Privacy engineering masters 
and certificate programs: 
privacy.cs.cmu.edu 

Research discussed in this talk was funded in part by Carnegie Corporation of New 
York, Carnegie Mellon CyLab, DARPA, Facebook, Google, IBM, Microsoft 
Research, Innovators Network Foundation, NSA, NSF, PNC Center for Financial 
Services Innovation, and The Privacy Projects.

https://privacy.cs.cmu.edu/
http://cups.cs.cmu.edu/
https://twitter.com/lorrietweet
https://lorrie.cranor.org/
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